To see if your PC/Laptop supports Proper drive encryption

1. Click on Start, type “ tpm.msc “ and click on that program to run it.
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Warning the next step comes with great risk, please be careful!!!

2. Click on TPN management on the left-hand side circled in green, notice the specification version lower right
hand corners circled in green, Windows 11 only supports version 2.0, Windows 10 supports 1.23 & 2.0, if your
specification version shows 1.22 there is a way to still get encryption to work but there’s extra work that needs
to be done. Do not click on the “clear TPM” if you currently have Bitlocker activated, even if incorrectly, you will
completely break and erase your current hard drive! (Please see items in red)
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3. Check you HDD type, NVMe, M.2 & SSD are 10 times faster when doing the encryption insall. SATA drives take
considerably longer. Check your drive type. Two ways to get there, see below.
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4. Now, inside “Computer Management” go down to “Device Manager” , Then “Disk Drives”. See what type of
drives you have. Monarch will need this information for an accurate quote. Asyou can see in the example
below, The top 2 Samsung drives are actually NVMe drives (red ? mark), but there’s no way to really tell without
looking at the specs. However, the bottom 2 Samsung drives have “SSD” directly in the name (squared in green).
With that said, if you don’t feel like doing it you can skip this step knowing that SATA and slower drives takes
anywhere between % to 1Hr longer to encrypt.
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5. Please report this information inside of the ticket for a more accurate quote.

Also: if have already believe you have implemented “Bitlocker” HDD encryption, | hate to inform you, but you haven’t
done it correctly for these two reasons :

1. If your computer does not ask you for a password before it even starts to boot, then it INCORRECT!

2. If under any compliance regulations ie.. HIPAA, SOC2, NIST/CMMC, PCl, GLBA ect.. And you used “control-panel,
Bitlocker” that is also incorrect as control panel only offers AES-128. The required AES-256 can only be installed
using command line CLI. Here’s how to tell
a. Goto Start, and type “Command”, click on “Command Prompt” right click “Run-as-Admin”

b. After opening a dos prompt/box as admin type “manage-bde -status c:”

(See Next Page)
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